
beware of
ransomware infection

STAGES OF RANSOMWARE INFECTION

HOW TO PROTECT AGAINST RANSOMWARE?

WHAT TO DO IF INFECTED?

01 02 03

Disconnect the 
network cable

Files are encrypted Data are lost

Do not open 
suspicious emails

Keep anti-malware 
program and its 
signatures up-to-date

Install the latest 
patches for 
software

Disable macros for 
offline applications

Refrain from 
visiting suspicious 

websites

Backup data 
frequently and 

keep them offline

Report to security 
department

Restore data from backup 
to a clean device

Open
suspicious
emails

Visit
suspicious
websites

For more information, please contact:
Reghu Mohandas - Director - Risk & Analytics  |  E: reghu@securelinkme.net  
Mayank Verma - Manager - Risk Consulting Services  |  E: mayank@securelinkme.net


